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PAGE 01 BONN 12802 01 OF 12 122028Z 
ACTION SY-05 


INFO OCT-01 ISO-OO SYE-00 SSO-OO /006 W 

112538 122031Z/62 

O O 122015Z JUL 78 ZFF 4 
FM AMEMBASSY BONN 
TO USMISSION GENEVA NIACT IMMEDIATE 
INFO SECSTATE WASHDC IMMEDIATE 0168 
AMCONSUL FRANKFURT IMMEDIATE 
USMISSION USBERLIN IMMEDIATE 
AMEMBASSY LONDON IMMEDIATE 


LIMITED OFFICIAL USE SECTION 01 OF 12 BONN 12802 

SY CHANNEL 

GENEVA FOR SY ADV NUERNBERGER PASS TO SAIC ROCHE 

SECSTATE FOR ASST DIRECTOR SY/PRS,SAIC SY/PRS/SD, AND 
SY/CC/TAGS 

FRANKFURT FOR SY ADV BRITTIAN 

BERLIN FOR SY ADV GIBBONS 

LONDON FOR RSO - PASS TO SY ADV 

E. O. 11652: N/A 

TAGS: ASEC, OVIP (VANCE, CYRUS) 

SUBJECT: SECRETARY AND MRS. VANCE’S VISIT TO BONN, 
GERMANY IN CONJUNCTION WITH THE PRESIDENTIAL 
VISIT FROM JULY 13, 1978 TO JULY 17, 1978 

1 . THIS PRELIMINARY SECURITY SURVEY WAS CONDUCTED IN 
AND AROUND THE BONN/COLOGNE AREA FROM JULY 3, 1978 TO 
JULY 12, 1978 BY SA WILLIAM ARMOR SY/PRS/SD, SA JAMES 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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MCWHIRTER SY/PRS/SD, AND SA EDWARD GAFFNEY SY/WFO. 

2. SECRETARY VANCE'S SCHEDULE 
THURSDAY, JULY 13, 1978 

2040 SAM 86970 SECSTATE AIRCRAFT WHEELS DOWN BONN/ 
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COLOGNE AIRPORT MILITARY SIDE 

2050 DEP MILITARY SIDE ENROUTE CIVILIAN SIDE 

2100 ARR CIVILIAN SIDE TO MEET PRESIDENT'S ARRIVAL - 
OPEN PRESS COVERAGE/CLOSED ARRIVAL 

2140 DEP BONN/COLOGNE AIRPORT CIVILIAN SIDE ENROUTE 
STEIGENBERGER HOTEL 

2200 ARR HOTEL STEIGENBERGER FOR OVERNIGHT 

FRIDAY, JULY 14, 1978 

NOTE: BREAKFAST AT AMBASSADOR'S RESIDENCE WITH PRESIDENT 

CARTER BEFORE OFFICIAL ARRIVAL CEREMONY A POSSIBILITY. 

0910 DEP HOTEL STEIGENBERGER ENROUTE VILLA HAMMER- 
SCHMIDT 

0915 ARR VILLA HAMMERSCHMIDT FOR OFFICIAL ARRIVAL 
CEREMONY - OPEN PRESS COVERAGE 

0945 BI-LATERAL TALKS INSIDE VILLA HAMMERSCHMIDT WITH 
PRESIDENT CARTER AND PRESIDENT SCHEEL 

LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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1015 BI-LATERAL CONCLUDES 

DEP VILLA HAMMERSCHMIDT ON FOOT ENROUTE 
CHANCELLERY 


LIMITED OFFICIAL USE 
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FM AMEMBASSY BONN 
TO USMISSION GENEVA NIACT IMMEDIATE 
INFO SECSTATE WASHDC IMMEDIATE 0169 
AMCONSUL FRANKFURT IMMEDIATE 
USMISSION USBERLIN IMMEDIATE 
AMEMBASSY LONDON IMMEDIATE 


LIMITED OFFICIAL USE SECTION 02 OF 12 BONN 12802 


1025 ARR CHANCELLERY FOR BI-LATERAL TALKS WITH 
CHANCELLOR SCHMIDT - POOL PRESS COVERAGE 

1030 U.S.-GERMAN BI-LATERALS BEGIN 

1230 BI-LATERAL CONCLUDES 

INFORMAL PRESS OPPORTUNITY BEGINS - OPEN PRESS 
COVERAGE 

1250 PRESS OPPORTUNITY CONCLUDES 

DEP CHANCELLERY ON FOOT ENROUTE CHANCELLOR'S 
BUNGALOW 

1300 ARR BUNGALOW FOR WORKING LUNCH - NO PRESS 
COVERAGE 

1420 WORKING LUNCH CONCLUDES 

DEP BUNGALOW ENROUTE FOREIGN OFFICE 

LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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1425 ARR FOREIGN OFFICE FOR TALKS WITH FOREIGN MINISTER 
GENSCHER 

1600 TALKS CONCLUDE 

DEP FOREIGN OFFICE ENROUTE HOTEL STEIGENBERGER 

1605 ARR HOTEL STEIGENBERGER 

1850 DEP HOTEL STEIGENBERGER ENROUTE SCHLOSS 
AUGUSTUSBURG 

1920 ARR SCHLOSS AUGUSTUSBURG FOR STATE DINNER - OPEN 
PRESS/PRESS POOL COVERAGE 

2300 DEP SCHLOSS AUGUSTUSBURG ENROUTE HOTEL 
STEIGENBERGER 
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2330 ARR HOTEL STEIGENBERGER FOR OVERNIGHT 

SATURDAY, JULY 15, 1978 

0730 DEP HOTEL STEIGENBERGER ENROUTE BONN/COLOGNE 
AIRPORT 

0755 ARR BONN/COLOGNE AIRPORT CIVILIAN SIDE - OPEN 
PRESS COVERAGE 

0815 DEP BONN/COLOGNE AIRPORT VIA AF-1 ENROUTE 
FRANKFURT AND BERLIN 

1830 ARR BONN/COLOGNE AIRPORT ABOARD AF-1 - OPEN PRESS 
COVERAGE 

LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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1840 DEP BONN/COLOGNE AIRPORT ENROUTE HOTEL 
STEIGENBERGER 

1905 ARR HOTEL STEIGENBERGER FOR OVERNIGHT 

SUNDAY, JULY 16, 1978 

0815 DEP HOTEL STEIGENBERGER ENROUTE STIMSON MEMORIAL 
CHURCH 

0825 ARR STIMSON MEMORIAL CHURCH - OPEN PRESS COVERAGE 

0910 DEP STIMSON MEMORIAL CHURCH ENROUTE HOTEL 
STEIGENBERGER 

0920 ARR HOTEL STEIGENBERGER 

0925 DEP HOTEL STEIGENBERGER ENROUTE PALAIS SCHAUMBURG 
- FM'S DEP IN ALPHABETICAL ORDER 

0930 ARR PALAIS SCHAUMBURG FOR ECONOMIC SUMMIT 
SESSION I - OPEN PRESS COVERAGE 

1000 SUMMIT SESSION I BEGINS 

1245 SUMMIT SESSION I CONCLUDES 

DEP PALAIS SCHAUMBURG ON FOOT ENROUTE CHANCELLOR'S 
BUNGALOW 

1255 ARR CHANCELLOR'S BUNGALOW FOR WORKING LUNCH 
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FM AMEMBASSY BONN 
TO USMISSION GENEVA NIACT IMMEDIATE 
INFO SECSTATE WASHDC IMMEDIATE 0170 
AMCONSUL FRANKFURT IMMEDIATE 
USMISSION USBERLIN IMMEDIATE 
AMEMBASSY LONDON IMMEDIATE 
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1300 WORKING LUNCH BEGINS 

1450 WORKING LUNCH CONCLUDES 

DEP CHANCELLOR'S BUNGALOW ON FOOT ENROUTE PALAIS 
SCHAUMBURG - OPEN PRESS COVERAGE 

1500 ARR PALAIS SCHAUMBURG FOR SUMMIT SESSION H 

1800 SUMMIT SESSION II CONCLUDES 

1820 DEP PALAIS SCHAUMBURG ENROUTE HOTEL STEIGENBERGER 
- FM'S DEP IN REVERSE ALPHABETICAL ORDER 

1825 ARR HOTEL STEIGENBERGER 

1950 DEP HOTEL STEIGENBERGER ENROUTE BONN VENUSBERG 
GUEST HOUSE 

2000 ARR BONN VENUSBERG GUEST HOUSE FOR FOREIGN 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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MINISTER'S DINNER 

NOTE: CONCLUSION TIME OF FM DINNER AND RETURN TO HOTEL 
STEIGENBERGER OPEN. 

MONDAY, JULY 17, 1978 

0830 FOREIGN MINISTER'S QUADRIPARTITE BREAKFAST HOSTED 
BY FM GENSCHER BEFORE THE ECONOMIC SUMMIT SESSION 
m. TIME TENTATIVE AND PLACE UNDECIDED. 

0930 RETURN TO HOTEL 

0950 DEP HOTEL STEIGENBERGER ENROUTE PALAIS SCHAUMBURG 
- FM'S DEP IN ALPHABETICAL ORDER 

0955 ARR PALAIS SCHAUMBURG FOR SUMMIT SESSION III 

1030 SUMMIT SESSION III BEGINS 

1245 SUMMIT SESSION III CONCLUDES 

DEP PALAIS SCHAUMBURG ON FOOT ENROUTE VILLA 
HAMMERSCHMIDT 

1255 ARR VILLA HAMMERSCHMIDT FOR LUNCH HOSTED BY 
PRESIDENT SCHEEL 

1300 LUNCH BEGINS 

1450 LUNCH CONCLUDES 

DEP VILLA HAMMERSCHMIDT ON FOOT ENROUTE PALAIS 
SCHAUMBURG 

LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 

PAGE 03 BONN 12802 03 OF 12 122037Z 

1500 ARR PALAIS SCHAUMBURG FOR SUMMIT SESSION IV 

1715 SUMMIT SESSION IV CONCLUDES 

1720 DEP PALAIS SCHAUMBURG ENROUTE BONN STADT THEATER 

1725 ARR BONN STADT THEATER FOR HEADS OF STATE PRESS 
CONFERENCE 

1745 PRESS CONFERENCE BEGINS 

1830 PRESS CONFERENCE CONCLUDES 

1850 DEP BONN STADT THEATER ENROUTE BONN/COLOGNE 
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AIRPORT 

1915 ARR BONN/COLOGNE AIRPORT - OPEN PRESS COVERAGE 

1930 SAM 86970 SECSTATE AIRCRAFT WHEELS UP ENROUTE 
LONDON 

3. MRS. VANCE' SCHEDULE 
THURSDAY, JULY 13, 1978 

2040 SAM 86970 SECSTATE AIRCRAFT WHEELS DOWN BONN/ 
COLOGNE AIRPORT MILITARY SIDE 

2050 DEP MILITARY SIDE ENROUTE CIVILIAN SIDE 

2100 ARR CIVILIAN SIDE TO MEET PRESIDENT'S ARRIVAL - 

LIMITED OFFICIAL USE 


NNN 
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ACTION SY-05 

INFO OCT-01 ISO-OO SYE-00 SSO-OO /006 W 

112723 122043Z/70 

O O 122015Z JUL 78 ZFF 4 
FM AMEMBASSY BONN 
TO USMISSION GENEVA NIACT IMMEDIATE 
INFO SECSTATE WASHDC IMMEDIATE 0171 
AMCONSUL FRANKFURT IMMEDIATE 
USMISSION USBERLIN IMMEDIATE 
AMEMBASSY LONDON IMMEDIATE 
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OPEN PRESS COVERAGE/CLOSED ARRIVAL 

2140 DEP BONN/COLOGNE AIRPORT CIVILIAN SIDE ENROUTE 
STEIGENBERGER HOTEL 

2200 ARR HOTEL STEIGENBERGER FOR OVERNIGHT 
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FRIDAY, JULY 14, 1978 

0910 DEP HOTEL STEIGENBERGER ENROUTE VILLA HAMMERSCHMIDT 

0915 ARR VILLA HAMMERSCHMIDT FOR OFFICIAL ARRIVAL 
CEREMONY - OPEN PRESS COVERAGE 

0945 COFFEE WITH MRS. CARTER AND MRS. SCHEEL AT VILLA 
HAMMERSCHMIDT 

1020 DEP VILLA HAMMERSCHMIDT ON FOOT ENROUTE 
CHANCELLOR S BUNGALOW 

LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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1030 ARR CHANCELLOR'S BUNGALOW GREETED BY MRS. SCHMIDT 

1030 DEP BUNGALOW ENROUTE BEETHOVEN HOUSE 

1040 ARR BEETHOVEN HOUSE FOR TOUR 

1 120 DEP BEETHOVEN HOUSE ENROUTE HOTEL STEIGENBERGER 

1130 ARR HOTEL STEIGENBERGER 

1230 DEP HOTEL STEIGENBERGER ENROUTE CHANCELLOR'S 
BUNGALOW 

1235 ARR CHANCELLOR'S BUNGALOW FOR LUNCHEON HOSTED BY 
MRS. SCHMIDT 

1245 LUNCHEON BEGINS 

1420 LUNCHEON CONCLUDES 

DEP CHANCELLOR'S BUNGALOW ENROUTE EMBASSY WIVES' 
COFFEE AT MRS. MEEHAN'S 

1430 ARR MRS. MEEHAN'S RESIDENCE 

1530 DEP MRS. MEEHAN'S RESIDENCE ENROUTE HOTEL 
STEIGENBERGER 

1540 ARR HOTEL STEIGENBERGER 

1850 DEP HOTEL STEIGENBERGER ENROUTE SCHLOSS 
AUGUSTUSBURG 

1920 ARR SCHLOSS AUGUSTUSBURG FOR STATE DINNER - OPEN 
LIMITED OFFICIAL USE 
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LIMITED OFFICIAL USE 
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PRESS COVERAGE 

2300 DEP SCHLOSS AUGUSTUSBURG ENROUTE HOTEL 
STEIGENBERGER 

2330 ARR HOTEL STEIGENBERGER FOR OVERNIGHT 
SATURDAY, JULY 15, 1978 

0815 DEP HOTEL STEIGENBERGER ENROUTE BONN/COLOGNE 
AIRPORT 

0845 ARR BONN/COLOGNE AIRPORT 

0915 DEP BONN/COLOGNE AIRPORT VIA BE 3006 ENROUTE 
BERLIN 

1830 ARR BONN/COLOGNE AIRPORT ABOARD AF-1 - OPEN PRESS 
COVERAGE 

1840 DEP BONN/COLOGNE AIRPORT ENROUTE HOTEL STEIGENBER- 
GER 

1905 ARR HOTEL STEIGENBERGER FOR OVERNIGHT 
SUNDAY, JULY 16, 1978 

1020 DEP HOTEL STEIGENBERGER ENROUTE AMBASSADOR'S 
RESIDENCE 


LIMITED OFFICIAL USE 
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FM AMEMBASSY BONN 
TO USMISSION GENEVA NIACT IMMEDIATE 
INFO SECSTATE WASHDC IMMEDIATE 0172 
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AMCONSUL FRANKFURT IMMEDIATE 
USMISSION USBERLIN IMMEDIATE 
AMEMBASSY LONDON IMMEDIATE 


LIMITED OFFICIAL USE SECTION 05 OF 12 BONN 12802 

SY CHANNEL 


1030 ARR AMBASSADOR'S RESIDENCE FOR BINGEN/LINZ TOUR 
WITH MRS. CARTER AND MRS. SCHMIDT 

1040 DEP AMBASSADOR S RESIDENCE ENROUTE BAD-GODESBERG 
TRAIN STATION 

1050 ARR BAD-GODESBERG TRAIN STATION - PRESS POOL 
COVERAGE 

1056 DEP BAD-GODESBERG TRAIN STATION ENROUTE BINGEN 

1205 ARR BINGEN 

1225 DEP BINGEN VIA BOAT MS KOELN ENROUTE LINZ - 
PRESS POOL COVERAGE 

1655 ARR LINZ 

1825 DEP LINZ VIA MOTORCADE ENROUTE AMBASSADOR'S 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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RESIDENCE 

1905 ARR AMBASSADOR'S RESIDENCE 

1910 DEP AMBASSADOR'S RESIDENCE ENROUTE HOTEL 
STEIGENBERGER 

1920 ARR HOTEL STEIGENBERGER 

NOTE: MRS. VANCE MAY DEP LINZ VIA MOTORCADE DIRECTLY 
TO HOTEL STEIGENBERGER. EVENING OPEN. 

MONDAY, JULY 17. 1978 

0840 DEP HOTEL STEIGENBERGER ENROUTE AMBASSADOR'S 
RESIDENCE 

0850 ARR AMBASSADOR'S RESIDENCE FOR BURG ELTZ CASTLE 
TOUR WITH MRS. CARTER 
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0900 DEP AMBASSADOR'S RESIDENCE ENROUTE BURG ELTZ 
CASTLE 

1010 ARR BURG ELTZ CASTLE - POOL PRESS COVERAGE 

1115 DEP BURG ELTZ CASTLE ENROUTE BONN WITH LUNCH STOP 

1230 ARR ST. PETER'S RESTAURANT FOR LUNCH 

1330 DEP ST. PETER'S RESTAURANT ENROUTE AMBASSADOR'S 
RESIDENCE 

1400 ARR AMBASSADOR'S RESIDENCE 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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1405 DEP AMBASSADOR'S RESIDENCE ENROUTE HOTEL 
STEIGENBERGER 

1415 ARR HOTEL STEIGENBERGER 

1820 DEP HOTEL STEIGENBERGER ENROUTE BONN/COLOGNE 
AIRPORT 

1850 ARR BONN/COLOGNE AIRPORT - OPEN PRESS COVERAGE 

1930 SAM 86970 SECSTATE AIRCRAFT WHEELS UP ENROUTE 
LONDON 

4. TRANSPORTATION 

THE U.S. EMBASSY AND FRG (FEDERAL REPUBLIC OF GERMANY) 
WILL PROVIDE THE FOLLOWING VEHICLES DURING THE VISIT: 

A. U.S. AMBASSADOR'S LIMOUSINE FOR SECRETARY VANCE - 
FULLY ARMORED, BLACK CADILLAC LIMOSINE, TAG NO. 0- 1 7- 1 . 
SY DRIVER. 

B. U.S. EMBASSY VEHICLE WITH DRIVER FOR MRS. VANCE - 
PARTIALLY ARMORED, BLACK PLYMOUTH, TAG NO. 0-17-78, 
DRIVER: MR. KOTSIAS. 

C. U.S. EMBASSY VEHICLE FOR SY FOLLOW - BLACK AMC 
MATADOR STATIONWAGON, TAG NO. 0-17-77, SY DRIVER. 

D. U.S. EMBASSY BAGGAGE VEHICLE FOR SECRETARY AND MRS. 
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FM AMEMBASSY BONN 
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INFO SECSTATE WASHDC IMMEDIATE 0173 
AMCONSUL FRANKFURT IMMEDIATE 
USMISSION USBERLIN IMMEDIATE 
AMEMBASSY LONDON IMMEDIATE 


LIMITED OFFICIAL USE SECTION 06 OF 12 BONN 12802 

SY CHANNEL 

VANCE - DODGE CARRYALL, TAG NO. BN 17-22, DRIVER: 
VOULDIOY. 

E. RENTAL MINIBUS FOR SY SHIFT CHANGE - TAG NO. SU-GW- 
13, DRIVER: KURENBACH. 

F. RENTAL FOR SITE ADV GAFFNEY - TAG NO. SU-KL 473, 

DRIVER: DAMMIG. 

G. RENTAL FOR SITE ADV MCWHIRTER - TAG NO. BN-UZ 992, 
DRIVER: SCHAEPER. 

H. RENTAL FOR EOD/OC/TSO RESPONSE VEHICLE TAG NO. 

BN-MC 374, DRIVER: HEINEN 

I. SPARE LIMOSINE FOR SECRETARY VANCE TO BE PROVIDED BY 
FRG - FULLY ARMORED 300 MERCEDES WITH FRG DRIVER. 

J. FRG VEHICLE FOR MRS. VANCE WITH FRG DRIVER ON JOINT 
MRS. CARTER/MRS. VANCE MOVEMENTS FROM AMBASSADOR’S 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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RESIDENCE TO VARIOUS LOCATIONS. 
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5. MOTORCADES 

A. SECURITY MOTORCADE CONFIGURATION FOR SEPARATE 
SECRETARY VANCE MOVEMENTS IS AS FOLLOWS: 

- PILOT 
-LEAD 

- SG SECURITY - RF SG HELLER 
MSG CAR 4 RR SA ARMOR 

LR RSO INDAHL 

- (3) POLICE MOTORCYCLES 

- AMB. LIMOSINE - SECRETARY VANCE 

RF SAIC ROCHE 
LD SY AGENT 

- SG SECURITY - RF SG BOHLKE 
MSG CAR 5 LR 14K POLICE 

RR SY AGENT 

-SY FOLLOW - FCD SY AGENT 
SL/RF SY AGENT 
LR ST AGENT 
WELL DR. BRODINE 

B. SECURITY MOTORCADE CONFIGURATION FOR SEPARATE MRS. 

VANCE MOVEMENTS IS AS FOLLOWS: 

- PILOT 
-LEAD 

- LIMOSINE - MRS. VANCE 

RF SY AGENT 

-TAIL 

LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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6. ROUTES 

ALL ROUTES HAVE BEEN DETERMINED BY THE BONN CITY POLICE 
AND ARE UNANNOUNCED. DETAILED MAPS AND ROUTES TO 
VARIOUS SITES INCLUDING EMERGENCY HOSPITAL ROUTES WILL 
BE MADE AVAILABLE TO BE IN THE CP, LIMOSINE, SY FOLLOW, 

AND TO MRS. VANCE'S AGENT. 

ROUTES MAY VARY DURING MOTORCADE MOVEMENTS AS DETERMINED 
BY BONN POLICE PILOT AND LEAD VEHICLES TO CIRCUMVENT 
TRAFFIC DELAYS. 

7. SECURITY 

A. SG DIGNITARY PROTECTION WILL PROVIDE 2 SG AGENTS FOR 
SECRETARY VANCE'S DETAIL THROUGHOUT THE VISIT. 
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B. SG WILL PROVIDE A SECURITY VEHICLE DIRECTLY IN FRONT 
AND BEHIND THE SECRETARY'S LIMOSINE AND WILL BE 
SUPPLEMENTED BY BONN CITY POLICE. 

C. ALL SEPARATE SECRETARY VANCE MOTORCADES WILL HAVE A 
MARKED BONN POLICE PILOT, LEAD, AND TAIL CAR IN ADDI- 
TION TO 3 ESCORT POLICE MOTORCYCLES. 

D. SG AND BONN CITY POLICE ADVISE THAT TRAFFIC WILL NOT 
REPEAT NOT BE STOPPED PRIOR TO SEPARATE MOVEMENTS. AND 
WHILE THERE WILL BE INTERSECTION CONTROL ALONG THE 
ROUTES, THE MOTORCADE WILL OBEY TRAFFIC SIGNALS. POLICE 
ASSURE THAT MARKED PILOT, LEAD, AND MOTORCYCLES WILL BE 
SUFFICIENT INFLUENCE TO CLEAR TRAFFIC DURING MOVEMENTS. 


LIMITED OFFICIAL USE 
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FM AMEMBASSY BONN 
TO USMISSION GENEVA NIACT IMMEDIATE 
INFO SECSTATE WASHDC IMMEDIATE 0174 
AMCONSUL FRANKFURT IMMEDIATE 
USMISSION USBERLIN IMMEDIATE 
AMEMBASSY LONDON IMMEDIATE 


LIMITED OFFICIAL USE SECTION 07 OF 12 BONN 12802 

SY CHANNEL 


E. SECURITY AT HOTEL STEIGENBERGER WHERE SECRETARY 
VANCE WILL RESIDE WILL BE AT MAXIMUM LEVEL THROUGHOUT 
THE VISIT. SG SECURITY AGENTS AND PLAINCLOTHES BONN 
CITY POLICE WILL SECURE AND CONTROL ACCESS TO INTERIOR 
OF HOTEL. GERMAN BORDER POLICE AND UNIFORMED BONN CITY 
POLICE WILL SECURE INNER AND OUTER CONCENTRIC AREAS 
WITHIN 1 KM OF HOTEL. THE OUTER PERIMETER SECURITY 
INCLUDES RHEIN RIVER POLICE PATROLS AND OPPOSITE SHORE 
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AREA PATROLS. 

F. SG WILL MAINTAIN A COMMAND CENTER AT THE STEIGEN- 
BERGER HOTEL NEXT TO THE SY CP. CAMERAS AND ALARMS HAVE 
BEEN INSTALLED TO VIEW STAIRWELLS, ROOF, AND ENTRANCES, 
AND WILL BE MONITORED IN THE SG CP. THIS MAXIMUM 
SECURITY COVERAGE WILL BE AFFORDED ON A 24-HOUR BASIS. 

G. SG SECURITY WILL ALSO BE PROVIDED FOR THE FIVE 
OTHER DELEGATIONS RESIDING AT THE STEIGENBERGER HOTEL; 
FRANCE, GREAT BRITIN, JAPAN, ITALY, AND CANADA. THIS 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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ACCOUNTS FOR THE INCREASED SECURITY MEASURES AT THE 
HOTEL PROVIDED BY SG. 

H. SG EOD AND TECHNICAL TEAMS WILL CONDUCT AN ENTIRE 
SWEEP OF ALL HOTEL ROOMS AND PUBLIC AREAS PRIOR TO 
THE SECRETARY'S ARRIVAL. SG EOD TEAMS WILL ALSO PROVIDE 
COVERAGE AT ALL FRG SITES IN ADDITION TO PROVIDING 24- 
HOUR EOD RESPONSE UNITS. 

I. SG WILL ALSO PROVIDE FOOD CHEMISTS TO TEST FOOD 
PREPARED AT THE HOTEL DURING THE VISIT. 

J. SG SECURITY WILL NOT REPEAT NOT PROVIDE SG COVERAGE 
SPECIFICALLY FOR MRS. VANCE. ALL MRS. VANCE MOTORCADES 
WILL HAVE BONN CITY POLICE SUPPORT AND A MARKED POLICE 
PILOT, LEAD, AND TAIL FOR ALL MOVEMENTS. 

K. SY EOD TEAM WILL CONDUCT A SEPARATE SWEEP OF THE 
SECRETARY'S SUITE, LIMOSINE, SY FOLLOW, MRS. VANCE'S 
VEHICLE, AND THE SPARE LIMOSINE PRIOR TO THE SECRETARY'S 
ARRIVAL. SY EOD WILL ALSO ACCOMPANY THE SY SITE ADV 
AGENTS TO VARIOUS LOCATIONS TO ASSIST SG EOD AND USSS 
EOD AS DEEMED NECESSARY. SY EOD WILL ALSO CONDUCT 
SWEEPS AT THE BONN/COLOGNE AIRPORT FOR SECSTATE ARRIVALS 
AND DEPARTURES. SY EOD WILL BE ON CALL TO RESPOND 24 
HOURS. 

L. TSO JACKSON WILL CONDUCT A TECHNICAL SWEEP OF THE 
SECRETARY'S SUITE PRIOR TO THE ARRIVAL. TSO JACKSON 
WILL ALSO MONITOR ANY TALKS OR BI-LATERALS THAT MIGHT 
OCCUR AT THE HOTEL. 

M. DURING ALL JOINT OR IMMEDIATELY PRIOR TO ANY PRE- 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 


Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 



Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 


PAGE 03 BONN 12802 07 OF 12 122051Z 

SIDENTIAL MOVEMENTS, SECRETARY VANCE MOTORCADES MAY 
BENEFIT FROM INTERSECTION CONTROL, STOPPED TRAFFIC 
ALONG ROUTES IN BOTH DIRECTIONS, AND INCREASED ROUTE 
SECURITY. 

N. THE U.S. EMBASSY FIFTH FLOOR C&R AREA WILL BE THE 
SAFE HAVEN FOR SECRETARY AND MRS. VANCE SHOULD THERE BE 
A NEED TO EVACUATE TO A SECURE LOCATION. 

8. INSTRUCTIONS TO AGENTS 

A. SAIC ROCHE WILL REMAIN IN CLOSE PROXIMITY TO THE 
SECRETARY AT ALL TIMES. 

B. SAIC ROCHE WILL BE RF IN SECRETARY'S LIMOSINE FOR 
ALL MOVEMENTS. 

C. NO SG AGENT WILL RIDE IN THE SECRETARY'S LIMOSINE. 

D. 4-12 SHIFT WILL WORK THE SECRETARY'S ARRIVAL ON 
JULY 13. 

E. SAIC ROCHE AND ASAIC WALTERS SHOULD KEY ON SA ARMOR 
UPON DEPLANING FOR FURTHER INSTRUCTIONS. 

F. ASAIC WALTERS WILL RIDE RR OF THE SY FOLLOW UPON 
ARRIVAL. 

G. ONE 8-4 SHIFT AGENT ARRIVING COMMERCIALLY WILL 
SECURE THE SECRETARY AND MRS. VANCE'S BAGGAGE AND 
ACCOMPANY BAGGAGE TO THE HOTEL IN THE PROVIDED VEHICLE. 
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INFO OCT-01 ISO-OO SYE-00 SSO-OO /006 W 

112842 122057Z/70 

O O 122015Z JUL 78 ZFF 4 
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TO USMISSION GENEVA NIACT IMMEDIATE 
INFO SECSTATE WASHDC IMMEDIATE 0175 
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AMCONSUL FRANKFURT IMMEDIATE 
USMISSION USBERLIN IMMEDIATE 
AMEMBASSY LONDON IMMEDIATE 


LIMITED OFFICIAL USE SECTION 08 OF 12 BONN 12802 


H. 8-4 SHIFT PLANE AGENTS SHOULD ASSIST IN TRANSFER OF 
WEAPONS AND MEDICAL EQUIPMENT TO SY FOLLOW. 8-4 SHIFT 
PLANE AGENTS WILL DEAD HEAD TO HOTEL INTERCONTINENTAL. 

SA GAFFNEY WILL ASSIST. 

I. 8-4 SHIFT AND 4-12 SHIFT WILL NEED TO PROVIDE ONE 
AGENT FOR MRS. VANCE DURING THEIR RESPECTIVE SHIFTS. 

THESE AGENTS SHOULD REMAIN ASSIGNED TO MRS. VANCE 
THROUGHOUT THE BONN VISIT. 

J. IF SECRETARY VANCE SHOULD RIDE WITH FM GENSCHER ON 
ANY MOVEMENTS, SAIC ROCHE HAS A POSITION IN THE SG 
GENSCHER FOLLOW IMMEDIATELY BEHIND THE GENSCHER LIMOSINE. 

K. AT ALL FRG SITES. ONLY SAIC ROCHE WILL HAVE ACCESS 
INTO FRG BUILDINGS. SEVERAL FRG SITES ARE PRIVATE 
RESIDENCES AND ACTUAL INSIDE ACCESS WILL BE LEFT TO THE 
DISCRETION OF SAIC ROCHE. 

LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 

PAGE 02 BONN 12802 08 OF 12 122054Z 

L. SY AGENTS ASSIGNED TO MRS. VANCE SHOULD ALSO USE 
DISCRETION IN ACCOMPANYING MRS. VANCE INTO PRIVATE FRG 
SITES AS INDICATED BY SEPARATE ITINERARY. SA ARMOR 
WILL ADVISE THOSE AGENTS AT THE SY BRIEFING AS TO 
SPECIFIC INSTRUCTIONS. 

M. FOR SECRETARY'S DEP ON SATURDAY, JULY 15 FOR 
FRANKFURT/BERLIN, TWO 12-8 SHIFT AGENTS WILL MAINTAIN CP 
UNTIL RELIEVED BY TWO 8-4 SHIFT AGENTS AFTER WHEELS UP. 

THE ENTIRE 8-4 SHIFT WILL BE NEEDED IN THE MOTORCADE AS 
SAIC ROCHE AND ASAIC WALTERS WILL BE ENROUTE FRANKFURT 
AND BERLIN RESPECTIVELY. 

N. ON SATURDAY, JULY 15. SAIC ROCHE WILL DEP HOTEL 
STEIGENBERGER AT 0600 VIA VEHICLE ENROUTE RHEIN-MAIN 
AIRBASE (RAMP OPERATIONS, BLDG. 27) TO WORK SECSTATE 
ARR IN FRANKFURT. SAIC ROCHE WILL ARR RHEIN-MAIN AIR- 
BASE 0745 WITH AF-1 ARR AT 0915. SY ADV BRITTIAN WILL 
MEET SAIC ROCHE UPON HIS ARR AT RHEIN-MAIN. SAME 
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VEHICLE WILL RETURN SAIC ROCHE TO BONN UPON AF-1 WHEELS 
UP FRANKFURT 1230 ENROUTE BERLIN. SAIC ROCHE WILL WORK 
SECSTATE AND MRS. VANCE'S RETURN TO BONN ABOARD AF-1 AT 
1830 HOURS. 

O. ASAIC WALTERS WILL ACCOMPANY MRS. VANCE ON SATURDAY. 
JULY 15 COMMERCIALLY TO BERLIN VIA BE 3006. DEP BONN/ 
COLOGNE AIRPORT 0915 ARR BERLIN 1015. SY ADV GIBBONS 
HAS MADE NECESSARY ARRANGEMENTS IN BERLIN. AFTER WORK- 
ING SECSTATE AND MRS. VANCE S DEP BERLIN VIA AF-1 
ENROUTE BONN, ASAIC WALTERS WILL REMAIN OVERNIGHT AND 
RETURN COMMERCIALLY TO BONN SUNDAY, JULY 16. SY ADV 
GIBBONS MAKING ROOM RESERVATION AND ARRANGING FLIGHT 
BACK. 

LIMITED OFFICIAL USE 
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P. SPECIFIC AIRPORT DEPARTURE INSTRUCTIONS FOR MONDAY, 
JULY 17 WILL BE PASSED AT A LATTER DATE AS FINAL 
ARRANGEMENTS STILL NEED TO BE CONFIRMED. 

Q. SHIFT CHANGE INSTRUCTIONS WILL BE DIRECTED TO THE 
APPROPRIATE SHIFT LEADERS AT THE SY BRIEFING OR UPON 
SCHEDULE CHANGES AS REQUIRED. 

9. ASSIGNMENTS 

A. THE FOLLOWING ARE RECOMMENDED POSTS AT SECRETARY 
VANCE’S RESIDENCE, THE STEIGENBERGER HOTEL: 

1. SUITE 

2. CP 

3. ELEVATOR BANK 

4. VEHICLES 

B. ANY POST REQUIREMENTS AT OTHER SITES WILL BE 
DIRECTED TO THE SHIFT LEADER ON DUTY BY THE SITE ADV 
AGENT FOR ASSIGNMENT. 

C. LIKEWISE, AGENT REQUIREMENTS TO FILL MOTORCADE 
POSITIONS WILL BE DIRECTED TO THE SHIFT LEADER ON DUTY 
BY THE LEAD ADV AGENT FOR ASSIGNMENT. 

D. ONE AGENT FROM THE 8-4 SHIFT AND 4-12 SHIFT WILL BE 
DESIGNATED BY THE RESPECTIVE SHIFT LEADER FOR MRS. 
VANCE. 


LIMITED OFFICIAL USE 
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SY CHANNEL 


E. SEPARATE AIRPORT ARRIVAL AND DEPARTURE ASSIGNMENTS 
ARE INDICATED UNDER INSTRUCTION TO AGENTS. 

F. HERR LERGENMUELLER, LOCAL INVESTIGATOR FOR THE RSO 
OFFICE. IS ASSIGNED TO ACCOMPANY SA MCWHIRTER AND SA 
GAFFNEY ON SITE ADVANCES AND ASSIST AS NECESSARY. 

G. RSO INDAHL HAS BEEN ASSIGNED TO ASSIST SA ARMOR 
AND WILL BE INCLUDED IN ALL MOTORCADES IN THE SG 
SECURITY VEHICLE. 

H. TWO POSTS WILL BE MAINTAINED AT THE HOTEL AT ALL 
TIMES WHEN THE SECRETARY IS OUT OF RESIDENCE AND ARE 
AS FOLLOWS: 

L. SUITE 
2. CP 

10. IDENTIFICATION 
LIMITED OFFICIAL USE 
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A. SG SECURITY IDS HAVE BEEN ISSUED ACCORDING TO THE 
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BI-LATERAL TALKS JULY 13TH-15TH AND ECONOMIC SUMMIT 
JULY 16TH-17TH AS FOLLOWS: 

BI-LATERAL TALKS 7/13 - 7/15 

OFFICIAL AMERICAN DELEGATION - DIAGONALLY WHITE/RED 
RECTANGULAR PASS WITH NUMBER 12. 

WHCA. EOD, OC. TSO, EMBASSY PERSONNEL - DIAGONALLY 
WHITE/WHITE RECTANGULAR PASS WITH NUMBER 12. 

GERMAN DELEGATION - YELLOW RECTANGULAR PASS WITH RED 
VERTICAL STRIPE AND NUMBERED 12. 

SY, USSS. SG ARMED - DIAGONALLY GREEN/YELLOW RECTANGULAR 
PASS WITH NUMBER 12. 

AIR CREWS, DRIVERS - SOLID ORANGE RECTANGULAR PASS 
NUMBERED 12. 

HOTEL EMPLOYEES - SOLID GREEN RECTANGULAR PASS NUMBERED 
12 . 

PRESS - US FLAG/FRG FLAG ON SQUARE PASS LABELED PRESSE. 
ECONOMIC SUMMIT 7/16 - 7/17 

DELEGATIONS - WHITE RECTANGULAR PASS NUMBERED 1 THROUGH 
1 1 WITH COUNTRIES' INITIALS RIGHT UPPER CORNER. 

WHCA. EOD, OC, TSO, EMBASSY PERSONNEL - YELLOW REC- 
LIMITED OFFICIAL USE 
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TANGULAR PASS WITH COUNTRIES' INITIALS RIGHT UPPER 
CORNER. 

SY, USSS, SG ARMED - SOLID PINK RECTANGULAR PASS. 

DRIVERS - SOLID TURQUOISE RECTANGULAR PASS. 

AIRCREWS - SOLID GREY RECTANGULAR PASS. 

B. USSS ID 

USSS AGENTS - HEXAGON RED RINGED LAPEL PIN. 

WHITE HOUSE STAFF - GOLD EAGLE/GOLD RINGED ROUND LAPEL 
PIN. 

WHCA - GOLD EAGLE/BLUE RINGED ROUND LAPEL PIN. 
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EOD - GREEN/SILVER OBLONG LAPEL PIN. 

PRESS - WHITE/BLACK POOL AND PRESIDENTIAL TRIP PASS. 

USSS SARGE SYSTEM NOT IN USE. 

C. SY ID 

SY WHIPT SYSTEM - ORANGE/BLACK LETTERED LAPEL PIN. 

"H" HOTEL EMPLOYEE’S ACCESS TO 16TH FLOOR 
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SY CHANNEL 


"1” EMBASSY STAFF. S/S ACCESS TO 16TH FLOOR. 

SY AGENTS - GOLD EAGLE/BLACK RINGED ROUND LAPEL PIN. 

D. SG ID 

SG AGENTS - ROUND BLUE/FRG INSIGNIA LAPEL PIN. 

11. PRESS 

PRESS COVERAGE FOR THE PRESIDENTIAL VISIT IS EXPECTED TO 
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BE HEAVY. PRESS POOL COVERAGE CAN CONSIST OF 10 TO 100 
COMBINED US/GERMAN PRESS DEPENDING UPON THE SITE. OPEN 
PRESS COVERAGE CAN BE EXPECTED TO BE AT LEAST 250 PRESS 
AND AT TIMES MAY EXCEED THAT. SPECIFIC POOL AND OPEN 
PRESS COVERAGE AT VARIOUS SITES IS INDICATED IN THE 
ITINERARY. 

FRG SECURITY ASSURES THAT PRESS WILL BE CONTAINED AND 
LIMITED OFFICIAL USE 
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CONFINED TO SPECIFIC AREA AT EACH SITE. FREE-FLOWING 
NUMBERS OF PRESS WILL NOT BE ALLOWED. ALL NAME CHECKS 
ON PRESS TO BE INVOLVED DURING THE VISIT HAS BEEN 
CONDUCTED BY FRG SECURITY BEFORE ISSUANCE OF FRG 
PROTOCOL PRESS SECURITY ID. 

12. COMMUNICATIONS 

OC NELSON WITH U.S. EMBASSY BONN WILL PROVIDE COMMUNI- 
CATION SUPPORT FOR THE SECRETARY'S VISIT. 

A. FREQUENCY 1 WILL BE USED AS THE REPEATER SYSTEM TO 
BE MONITORED BY SY/CP, SY/FOLLOW, AND SY/SITE ADV. 

B. FREQUENCY 2 WILL BE USED FOR AGENT TO AGENT 
COMMUNICATION. 

C. EMBASSY TELEPHONE TTS SYSTEM WITH EMBASSY EXTENSIONS 
WILL BE INSTALLED IN THE CP. 

D. CALL SIGNS FOR THE VARIOUS LOCATIONS ARE AS FOLLOWS: 

LOCATION 1 BONN/COLOGNE AIRPORT 
LOCATION 2 HOTEL STEIGENBERGER 

LOCATION 3 VILLA HAMMERSCHMIDT 

LOCATION 4 CHANCELLERY 

LOCATION 5 BUNGALOW 

LOCATION 6 FOREIGN OFFICE 

LOCATION 7 SCHLOSS AUGUSTUSBURG 

LOCATION 8 AMERICAN CHURCH 

LOCATION 9 PALAIS SCHAUMBURG 

LOCATION 10 BONN VENUSBERG 

LOCATION 1 1 BONN STADT THEATER 

LIMITED OFFICIAL USE 
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FADEAWAY SECRETARY VANCE 
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FLOODLIGHT MRS. VANCE 
FULLBACK SY FOLLOW 

FIREFLY SECSTATE AIRCRAFT 
BACKSTOP SY CP 

13. CONTACT LIST 

HOTEL STEIGENBERGER - 20191 

HOTEL INTERCONTINENTAL - 0221-2651 

HOTEL DAHL - 341071 

EMBASSY GUEST HOUSE - 89-3300 

RSO SCHWARTZ - W - 89-3175/3176 
H - 372487 

RSO INDAHL - W - 89-3175/3176 
H- 373839 

EMBASSY OPERATOR - 8955 

EMBASSY COMMUNICATIONS - 89-3155 
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MSG - 89-3212 

BONN WH SIGNAL - 33-00-74 

SY COMMAND POST - 89-3725/3745 
HOTEL STEIGENBERGER - ROOM 319 

USSS COMMAND POST - 89-3178/3078 
US EMBASSY ROOM 2019 

SG DIGNITARY PROTECTION 
HERR SCHUBACH - 35-20-41 

SG COMMAND POST - 562670/562668 

BONN CITY POLICE 
HERR BAUMGART - 15-23-71 

BONN/COLOGNE AIRPORT SECURITY 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 
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HERR ARNDT - 0221-16-33-31-19 

GERMAN EOD 

HERR ERLER - 06121-55-34-33 

EMERGENCY FIRE - 1 12 

EMERGENCY AMBULANCE 112 

EMERGENCY POLICE 20131 

14. INTELLIGENCE 

THE APPROPRIATE CONTACTS WITH THE USSS ID TEAM. 

EMBASSY, AND FRG SECURITY ID HAVE BEEN MADE AND CONCUR 
THAT THERE IS NO SPECIFIC THREAT AGAINST ANY U.S. 
PRINCIPALS INVOLVED IN THE PRESIDENTIAL VISIT. FRG 
SECURITY ID INFORMS THAT IT HAS NO THREAT INFORMATION 
DIRECTED AGAINST ANY OTHER VISITING HEAD OF STATE OR 
FOREIGN MINISTERS INVOLVED IN THE ECONOMIC SUMMIT 
SESSIONS. NO DEMONSTRATIONS ARE EXPECTED OR OTHER 
INCIDENTS THAT MIGHT MAR THE PRESIDENTIAL VISIT. 

THE USSS ID TEAM, EMBASSY, AND FRG SECURITY ID INDICATE 
THAT WHILE NO THREAT INFORMATION HAS SURFACED AND PRO- 
TECTION FORCES EXCEED THOSE SECURITY MEASURES ON PRE- 
VIOUS PRESIDENTIAL VISITS, THE POSSIBILITY OF A TERRORIST 
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OPERATION CANNOT BE IGNORED. 

ANY ADVERSE OR THREAT INFORMATION RECEIVED DURING THE 
VISIT WILL BE PASSED VIA USSS ID TEAM TO THE SY COMMAND 
POST IMMEDIATELY UPON ITS RECEIPT. 
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15. ROOM ASSIGNMENTS 

A. STEIGENBERGER HOTEL 

ROCHE 631 

B. EMBASSY GUEST HOUSE 

ARMOR 208 

MCWHIRTER 209 
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GAFFNEY 210 
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C. INTERCONTINENTAL HOTEL 



WALTERS 

908 



TRIPP 910 



SCHAEFFER 

911 



GANNON 

914 



COOPER 

912 



TULLY 

808 



GOSSOM 

810 



MORTON 

811 



MARKLE 

812 



FRANKS 

814 



BOZWORTH 

816 



SPARKS 

818 



MCGUIRE 

819 



NEELEY 

822 



HARRISON 

823 



LOMBARDI 

824 
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RASHKIN 

825 



NAPOLTF.LT .O 

826 



MAFFIA 

827 



DALY 1 

328 



VACCARINO 

829 



D. DAHL HOTEL 




OGDEN (EOD) 

117 



KOLODY (EOD) 

207 



JACKSON (TSO) 

116 



STOESSEL 
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